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CYBERSECURITY FOR PSYCHOTHERAPY AND COUNSELLING.
A HORROR STORY

CATHERINE KNIBBS WWW.CYBERTRA
TWITTER: @NIBZY

Www.cybertrauma.com

BACKGROUNI

* SECURITY IS KEY

* ALARM AND RETHINK
* SME

WWw.cybertrauma.com

DPR....EPR

* WHY MANY COURSES SSIONS ARE NOT FULLY
COMPLETE AS RUN BY NON-= PROFESSIONALS WITH LITTLE
OR NO EXPERIENCE IN THE FINER DETAILS IN SECURITY AND RISK
MANAGEMENT AND LACK VITAL INFORMATION. THIS INCLUDES ERRORS
FROM SENIOR COMMITTEE/BOARD MEMBERS

* DPA 2018
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Www.cybertrauma.com

YOUR

RISK, DANGER AND VULNERABIILTY

ARE YOU TECH READ

Www.cybertrauma.com

Www.cybertrauma.com

FREE WIFI
—D
0

PASSWORD
6c49F1dEc
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Atdeer,or

* LOCKED DEVICE OR
* PASSWORDS AND USERNAMI
* EMAILS

* LOCATION
* TRACKING
* MICROPHONE

* CAMERA
* ROUTERS

ON THE NEXT SLIDE ISTRATING EMAIL
WITH AN ACTIVITY- YO W THE SLIDE UNTIL |
BEGIN SPEAKING ABOUT ‘PASSWORD PROTECT’ AND
THEN YOU WILL NEED TO TAKE THE SLIDE OFF WHILST |
DEMO
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WWw.cybertrauma.com

EMAIL WHY THAN MANY

* PASSWORD PROTECT YOU SAY2

* SERVERS
* MALWARE

* COUNSELLING ‘DIRECTORIES” AND SECURITY

Ww.cybertrauma.com

SOCIAL MEDIA.
ETHICS, BREACH

* SOCIAL MEDIA IS FUI ¢ .PERHAPS LESSER DEGREES
OF EGOCENTRIC PEOPLE

* BOUNDARIES
* CLEINT DATA. THIS IS PIl AKA IDENTIFYING INFORMATION

* GOOGLE MAPS
* GEOLOCATION

WWw.cybertrauma.com

OVERLAP OF INESS

DEVICES
DROPBOX
NOTES AND RETENTION

DATA BREACH- COVERT2
'WEBSITE- FIREWALL

2 FACTOR AUTHENTIFICATION
SHRED DOCUMENTS
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WWw.cybertrauma.com

EXTERNAL FAC

* CCIVg

* DRONES
* CLEINTS GEOLOCATION

* INTERNAL ADMIN OR CLEANERS
¢ SUBSCRIBERS

* SOCIAL MEDIA SITES AND POLITICAL OPINIONS

Ww.cybertrauma.com

HACKING-

* BECAUSE THEY CAN

* BECAUSE ITS FUN
* BECAUSE THEY CAN MAKE MONEY

* BECAUSE THEY CAN MAKE MONEY OUT OF YOU
* DATA IS HIGHLY VALUABLE TO GOVERNMENT AND WARFARE
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* TRADING
* BUSINESS
* YOU ARE A RESOURCE AND COMMODITY

Nww.cybertrauma.com

VA'S AND OT

* REMOTE LOGIN
* VPN

* HOTSPOTS

WWw.cybertrauma.com

WORRIED OR

* BE RISK AWARE AND 'DIGITAL AND
ELECTRONIC MEDIA THA]

* BE CURIOS AND IF YOU ARE NO' RE DON'T RISK IT

* TAKE A COURSE ESTABLSIHED WITHIH THE CYBERSECURITY SECTOR,
HOWEVER BE AWARE OUR PROFESSION IS LESS COGNTIVIE THAN MANY
OF THESE ‘GEEKY’ PROFESSIONS AND NUANCES ARE WHAT MAKE US AND
OUR CLEINTS VULNERABLE
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